Machine Learning Models for Activity Recognition and
Behavior-based Authentication of Smartphone Users

Sherif Rashad, Ph.D.

Director of the School of Information Technology
Full Professor of Computer Science
College of Applied Science and Technology
Illinois State University
Illinois, USA

Abstract:

Technological advancements have enabled smartphones to offer a wide array of applications, allowing
users to perform numerous tasks with ease and convenience, at any time and from any location.
Consequently, many users tend to store their private data on their smartphones. Conventional security
methods for smartphones, such as passwords, Personal Identification Numbers (PINs), and pattern locks,
are susceptible to various forms of attack, and some current security techniques provide limited reliability.
For instance, Personal Identification Numbers can be easily guessed or hacked, fingerprint scans require
specialized hardware, and facial recognition can be affected by lighting conditions, background
distractions, or different user poses. Furthermore, these methods are suitable primarily for one-time
security, typically employed during login to verify user identity. However, issues arise if there is a change
of user during access or if an intruder gains access after login. To address this concern, continuous
authentication has been developed, which unobtrusively and regularly verifies users through behavioral
features such as keystroke dynamics, hand movements, and device orientation. The objective of this
research is to design and implement a behavior-based security framework for continuous authentication
using machine learning algorithms. This presentation discusses innovative methods for authenticating
smartphone users based on activity recognition and behavioral biometrics derived from embedded sensor
data. One of the proposed authentication schemes utilizes behavioral features such as hand movement,
grasp, and orientation to continuously verify user identity. Inertial sensors embedded within smartphones,
including accelerometers, gyroscopes, and magnetometers, are employed to unobtrusively capture micro-
movements of the hand and orientation patterns during device access. Another approach involves
constructing machine learning models to recognize users based on their daily activities. The research
investigates datasets of smartphone users engaged in various interaction sessions. Different supervised
machine learning algorithms are applied to these datasets to analyze user behaviors. Experimental results
demonstrate the effectiveness of the proposed framework in activity recognition and in authenticating
smartphone users.
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